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Research on Anti—Photograph Leakage Method for Knowledge Service Platform Based on

Watermark Encryption Technology
LV Yi-meng', JIN Feng—ming’
(1.Coal Mining Research Institute Co.,Ltd., CCTEG,Beijing 100013, China;

2 Business—intelligence of Oriental Nations Corporation Ltd.,Beijing 100102, China)
Abstract: With the in—depth application of digital technologies across various fields, knowledge service platforms have become important
platforms for storing, managing, and sharing various types of research reports, papers, patents, and design drawings. Data security and an-
ti—leakage issues have become increasingly prominent. Especially in the coal and mining research fields, documents and drawings often con-
tain sensitive information, which is prone to unauthorized photography or screenshots, leading to illegal dissemination. This paper proposes
an anti—photograph leakage method based on watermark encryption. The method employs different watermark embedding strategies for text
and drawing files, ensuring that invisible watermark information is embedded when the files are viewed. This allows for precise tracing of the
source of the leakage when the file is compromised. Experimental results show that the method not only ensures the readability of the docu-
ments but also allows for rapid identification of the leakage source through watermark information when the file is illegally photographed or
leaked, providing high security and traceability.
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Fig.1 Flowchart of text based watermark encryption method
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Fig.2 Flowchart of watermark encryption method based on
drawing type
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Fig.3 Flowchart of document leakage traceability method
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